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Bedrohungslage
Warum Cyber-Sicherheit wichtig ist

KMU Security Operations Center SmartIT
Welchen Mehrwert bieten wir mit KMU SOC

Praxisbeispiel
Adversary in the Middle Attack (AITM)
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Bedrohungslage 2024
Warum Cyber-Sicherheit wichtig ist
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Was hat sich in den letzten Jahren aus unserer Sicht verandert?

Registrierte Meldungen Gemeldete (erfolgreiche) Finanzieller Schaden pro Betragt die
beim Bundesamt fir Cyberangriffe pro Woche Jahr durch Aufklarungsrate bei
Cybersicherheit (BACS) im KW44 2023 (BACS) Cyberkriminalitat in der Ransomware-Fillen

Jahr 2023 Schweiz



Im Schnitt dauert es 23 Tage, den grundlegenden Betrieb nach
einem weitreichenden Ransomware Angriff wiederherzustellen.

Die Wiederherstellung der gesamten IT-Systeme und vollen
Funktionsumfangs kann Monate dauern.
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Die Phasen eines Cyberangriffs

1. Reconnaissance 2. Weaponization

8. Exfiltration

Oft bewegen sich Angreifer bereits
200 Tage lang in einem
Unternehmen, ehe sie zuschlagen
oder entdeckt werden.

7.
Denial 4. Exploitation

O of Service

6. Obfuscation 5. Lateral
(Anti-Forensic) Movement
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KMU Security Operations Center
Welchen Mehrwert bieten wir mit KMU SOC
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Managed SOC Service Leistungen

Echtzeitiiberwachung lhrer Systeme*
durch SmartIT SOC rund um die Uhr

Vorbeugung, Erkennung, Analyse und
Beseitigung von Sicherheitsvorfallen

@ g

L Erstreaktion auf Sicherheitsvorfalle durch SmartIT
Security Operation Center Analysten

Analysten ,,in Charge” von Montag-Freitag
07.00-18.00 Uhr*

Zugang zu SOC-Dashboard fiir Kunde
(Servicenow & SOC Dashboard)

Regelmassige Reports und Besprechung der aktuellen
Incidents

= D O P

Kalkulierbare Kosten durch monatlichen Fixpreis

@
i
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SmartIT Security Operations Center ist betriebsnah

Standard SOC SmartIT KMU SOC

Externer SOC-Anbieter. Meist ausgerichtet auf Grossunternehmungen. Blue Teams im Bereich Cybersicherheit bewerten und analysieren standig
Gruppe aus Sicherheitsspezialisten ohne KMU-Erfahrung. Informationssysteme, um Systeme zu patchen, Sicherheitsliicken und
sicherheitsrelevante Konfigurationsprobleme zu ermitteln und die
Auswirkungen von Sicherheitskontrollen zu iberprifen.

* Standard SOC * Physische Sicherheit @ * Pravention * Managed Service zum monatlichen Preis
* Phishing Simulation * Penetrationstest * Kundennah *  Gemeinsam im Team agieren
* Social Engineering *  Maschinell * Betriebsnah * Technologisch vorne mit dabei
*  Known Vulnerability’s * Sitztirgendwo * Personlich, in Bern * Integration in bestehende Prozesse und
* Kennt den Schweizer * Kennt die Prozesse nicht * Einsitzim BACS Service NOW Anbindung
Markt nicht
® ® ® () () ()
| | | | | |
Extern Nicht im Nicht auf KMU Betriebs- und Proaktive Starkung Wachsam und
Kundenteam ausgelegt Prozessnah durch Sicherheits- Verteidigungs-

experten bereit
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Verantwortlichkeiten werden gemeinsam im Team Kunde-SmartIT definiert

Kompetenzen

Kompetenz Verantwortung Bemerkung
SmartlT SmartlT in Kunde
selbststandig | Absprache mit

Kunde

Auf simtliche &ffentlichen IP Adressen des Kunden darf zum identifizieren von (v]

Schwachstellen regelmassig ein Attack Surface Scanner ausgefihrt werden

Es darf eine Eicar-Datei (ungefihrliche Datel, welche den Antivirus ausldst) auf der o

Umgebung vom Kunden verteilt werden.

Endbenutzer kontaktieren und nachfragen welche Tatigkeit ausgefihrt wurde (/)

Endbenutzer kontaktieren und via Teamwviawer Analysen durchfiihren ()

Full Antivirus Scan auf einem Endgerst oder Server starten o

Automation Investigation auf einem Endgerdt oder Server starten

Live Response auf einem Endgeradt oder Server selbstandig durchfihren o
Compromised Scan mit Kostenloser Third Party Software durchfiihren ()
Isolierung von einem potenziell infizierten Endgerat o
Isclierung von mehreren potenziell infizierten Endgeraten o

Isolierung von allen Endgeréten o
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Technik
Aufbau SOC & Komponenten




SOC Komponenten

Endpoints
«Generieren
Logs»

Microsoft
Defender for
Endpoint
«Erkennt»

Microsoft
Sentinel
«Sammelt»

servicenow.

ServiceNow
ITSM

OSmartIT

SmartIT
Security
Plattform
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SOC Komponenten - Flow 1

Communication Flow

B — e o — 1 E Y
Azure Key Vault
mise Threat indicetors date/ Create Custom
Query Vuherabiities
o et L Day: Full
Hourly: Dets

 config—)

= Defender incident Query Incidents.
N DU )

Query Custom Detection Rules - KQL
“Triggered every 15min, 30m, 60m, 120m, 360m, 1440m

Process incidents («——{ Custom Datection

ore Device:
Query Devices
> Devices sync Daily: Full
(9 Hourly: Deka
+ et
Configurations -
Azure Cosmos DB
Update/ Create Watchlst
onfig & c Daily: Full

Hourly: Deka

Management API

Update/ Create Alert,
Daily: Full

Read
Write Watchlst Settings,
Devices, Users, documents

|——Read confie & store user syne Query U V‘\
o

Graph API

Health issue.

Internal Service

—®

Pingcastel

General
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SOC Komponenten - Flow 2

Q«E'

O —

Microsoft Endpoints
— Defender for
Endpoint
SmartlT Microsoft
Security Sentinel
Plattform
servicenow.

ServiceNow

ITSM
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Datenquellen

» Client + Server Logs
= Active Directory
" Entra ID (Azure AD)

=" Microsoft 365 Defender
_ Endpoint
_ Office
_ ldentity
_ Cloud Apps

= Azure (Defender for Cloud)

" Threat Intelligence
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Praxisbeispiel
Adversary in the Middle Attack (AiTM)
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Glossar

= Phishing
= MFA
= Token = Pass, wer, wohin...

" Domane
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Phishing — Alter Weg

@

Credentials
compromised

5 —® —%

@

Malicious website

Attacker Phishing email Users

Attacker attempts to

Authentication
access resources blocked by MFA




Phishing — AiTM adversary-in-the-middle

Credentials and token

Phishing email

Attacker replays session
token with MFA check

completed

compromised

@ — ¢

MFA check
passes

onnection proxied to
egitimate website for

duthentication and MFA

OSmartIT

.

AiTM Infrastructure

Attacker granted access to
legitimate website

Legitimate website
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Angriff — Was benotigt der Angreiffer?

= Server = AiTM Infrastructure

= Tool: Evilginx

" Domanen Name: migrosoftonline.com
= Opfer

" Phishing Mail
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Schritt 1 - Phishing Mail

m Discard E Pop Out

Drafts By Date v T
[‘-23 To
Test for you None B’ _
Click on it. Do it. Just do it! Send Ce
Subject Test for you @ No Label v

Click on it. Do it. Just do it!

Credentials and token
gospromised

Connection proxied to
legitimate website for
é %f authentication and MFA
Attacker Users AiTM Infrastructure Legitimate website

A

\/

Attacker replays session
token with MFA check
completed

MFA check Attacker granted access to
passes legitimate website
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Schritt 2 — “Fake Seite” — AiTM Infrastructure

[@ = Sign in to your account A

Sign in to your account X -+
R @l login.migrosoftonline.com

€3 Import favorites i SmartiT Favoriten

5 login.migrosoftonline.com

g SmartiT Favoriten

BT Microsoft

No account? Create one!

Can't access your account?

Credentials and token
compromised
Connection proxied to
- legitimate website for
Back Next A @ ;QgQ L thentication and MFA
) 4

=
Attacker Phishing email Users AiTM Infrastructure Legitimate website
Q Si - A 00 B G - coco-ccsecssseszesesesszestoesmassocacnsiscassesasesssnsasasoas
Ign-in options Attacker replays session =
token with MFA check MFA check Anacker}gramed access to
completed passes legitimate website
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Schritt 3 — Legitime Webseite

af Microsoft
Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?

BaCk Next : Credentials and token §

compromised

Connection proxied

H
legitimate website f¢
%zQ @ authentication and Ml
s

Attacker Phishing email Users AiTM Infrastructure

Legitimate website

Q Sign-in options

\/

i‘;:g’(fvfl;';p:;);;s:;:&n MFA check Attacker granted access to
completed passes legitimate website
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Schritt 3 — Legitime Webseite

OSmartIT

€ td@swc-dev.ch
Enter password

Pas

Forgot my password

word

w

Slgn n E Credentials and token
E compromised
V Connection proxied
legitimate website f¢

%f @ authentication and
s

Attacker Phishing email Users AiTM Infrastructure Legitimate website

Smart Workplace Cloud

>
Attacker replays session
token with MFA check
completed

MFA check Attacker granted access to
passes legitimate website



Schritt 3 — Legitime Webseite

OSmartiT

td

Approve sign in request

No numbers in your app? Make sure to upgra
the latest version.

@swc-dev.ch

Open your Authenticator app, and enter the
number shown to sign in.

61

@ SmartiT

Credentials and token
compromised

v
can't use my Microsoft Authenticator app right now > @
o \‘j

More information

Attacker Phishing email

Attacker replays session

token with MFA check
completed

MFA check
passes

Connection proxied

legitimate website fd

p;f{ authentication and

Users AiTM Infrastructure

Attacker granted access to
legitimate website

Legitimate website
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Schritt 3 — Legitime Webseite

Microsoft 365

L

Q
3

m

Welcome to Microsoft 365

Recommended

VIR EC)

ps

Quick access

T
m

m

a

i@ AN (© Recently opened 82 Shared vy Favorites

=
o
O

= Deploy-Application Aug 15, 2022 :
0 ploy pp g ' Credentials and token
compromised

v Connection proxied
legitimate website fd

Favoritelists-e0157a47-72e4-43¢c1-bfd0-ed9f7040e894 Jul 25, 2022 T\ — !
( \ / \‘ authentication and
B5—0—%—6

- Attacker Phishing email Users AiTM Infrastructure Legitimate website
test May 17, 2022

[
]

®

w
3
n

-

m

I‘ﬁ
/

A\

— - H (o =53 |
-~ mz test P-As;-,—' 17, 2022 R 9 U  cccccccscisenscsasesssasssscosnsscscssnessssssnsosesssssasassss ;
Attacker replays session N
MFA check Attacker granted access to
e token with MFA check passes legitimate website

completed
- T s RdA_.. 477 "Aan""
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Schritt 4 — Zugangsdaten und Token

[18:38:00] [#+%]
[18:38:00] [#++]
[18:38:00] [F++]
[18:38:55] [#++*]
[18:38:55] [#++]
[18:38:59] [#+%]
[18:38:59] [@mp] [0] redirecting To UKL: NTTps://portalL.ottlice.com (L)

: sessions

id phishlet username password remote

13 ............................. ‘:,“ ) sy

Credentials and token

compromised

Connection proxied to
legitimate website for

'/4 / P\ authentication and MFA
— ) x| .
)

Attacker Phishing email Users AiTM Infrastructure Legitimate website
.......................... . o esccccscsccescsscsscnccsscscssncnsscssssscscssscscssssasananans
Attacker replays session MFA check Attacker granted access to
token with MFA check
passes legitimate website

completed
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Schritt 4 — Zugangsdaten und Token

https://login.migrosoftonline.com/lxGyDYML

20.203.211.25

[ custom ]

[ cookies ]

[{"path":"/", "domain":"login.microsoftonline.com", "expirationDate":1723660754,"
AgDs_wUA9P-AQt5pYF3HpysZGzR1cN8x2uDJhHCC_bw7YZPRrgwdONYF-Msbc jqUrrJ150mQLlBSQTLrg : ;
sBiRELHNjTHnom30I-JAEEKBE6Ykdgb_sbqD21S5Pb100JGsF4MnJI1L_KO8-Det_fZkOBwysaG_wmlPo 7 ’ Connection proved to
fCRaWUDB1Bfo90KfMqUFGOsho733hps", "name" : "SignInStateCookie" , "httpOnly":true}, {" i

Credentials and token
compromised

authentication and MFA

.com","expirationDate":1723660754, "value":"0.AUcAI1pkSKkP9PE6-YuspkdX551tEZUfGMr]
t1I4uGjEPAgDs_wUA9P8ZmRSXEXnggBNB7M17kYkHUDjpz1S1YOCLQjydFFKiu72TzGezh_rfPZN8az : AITM Infrastructure Legitimate webite
Only":true}, {"path":"/","domain":"login.microsoftonline.com","expirationDate":1 § A

kdX551tEZUfGMrBJg-Ydk3ZSdspHABc . AgABAAQAAAAtyo1D0ObpQQ5Vt1LI4uGJEPAgDs_wUA9P-Twfl ; D 5
9dgrqWlg81NDO_ZUdDzh@HYRQPzHECrvHCulddUYcaTlVrEOc3eE2Unhic6Sax1Rm3HWhbiBW71SBS 3B\ W S e R R S R e R e

Attack I
tacker replays session MFA check Attacker granted access to

ietvONHFsnq98neOL5CL2PyKnvAtZ jKvNjS5aynvZMPXCsC2kUBj jz3fVDhSK7cut3cayjq85_uHelLL e passes legitimate website

completed
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Schritt 5 — Replay Attack

r 3
@ =. Sign in to your account X + AV — O X
&« C QO 8 &= https://login.microsoftonline.com/common/oauth2/v2.0/authorize?client_id=4765445b-32c6-49b0-83e6-1d93765 & N @ =
Cookie Editor - Import Cookies [ show Advanced

son or Netscape Format

dbpicM"”, "name" : "ESTSAUTHPERSISTENT", "httpOnly":true}]

B® Microsoft

Sign in

Email address, phone number or Skype

No account? Create one!

Credentials and token
compromised

Can't access your account?

< Connection proxied to

legitimate website for
e authentication and MFA
Back N — > > >

Attacker Phishing email Users AiTM Infrastructure Legitimate website

% Sign-inoptions s
Attacker replays session
token with MFA check

completed

MFA check Attacker granted access to
passes legitimate website




Schritt 6 — Zugang erhalten

Microsoft 365

L
-]
3

%
[

Welcome to Microsoft 365

@

f
m
a
I

Recommended

0

Quick access

@

Feed i All (© Recently opened &2 Shared
App

Py Deploy-Application

-
s

B

@

3
n

m
W

m= test
M@= test
o - [ -

17 Favorites

FavoriteLists-e0157a47-72e4-43¢1-bfd0-ed9f7040e894

Aug 15, 2022

Jul 25, 2022

May 17, 2022

May 17, 2022

Rd—.. 477 "D

Credentials and token
compromised

OSmartiT

Connection proxiedjib
legitimate website
authentication and

Attacker Phishing email Users AiTM Infrastructure Legitimate website

i :
: AN :
: 1( e | H
e > U memeeeem e

Attacker replays session N

MFA check Attacker granted access to
token with MFA check . 7
passes legitimate website

completed
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Ubersicht Microsoft — Digital Defense Report 2023
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Phishing mit AiTM
SmartiT Security Operations Center

Erfolgreiche Anmeldung
Klick auf Link / Start AiTM durch Angreifer

E-Mail an Opfer

Inbox Rule in Postfach erstell
Versand von Phishing an CFO

(@

en &

12:30 Uhr

®

Suche nach mehr Rechten

(@

OSmartIT

14:00 Uhr

7\ 7\
Q) @ \J
12:05 Uhr 12:15 Uhr

~/
12:25 Uhr

\

o

2-MFA Faktor hinterlegen

&/
13:00 Uhr

®

O

Datentransfer starten



Phishing mit AiTM
SmartiT Security Operations Center

Erfolgreiche Anmeldung

Vorgehen gem. Playbook

OSmartIT

Analyse Systemumgebungen,

Klick auf Link / Start AiTM durch Angreifer PW reset, Token revoke etc. Auswertung Systemlogs
® ® SmartIT ®
Security Operations Center
)
e-Mail an Opfer 12:10 Uhr - 12:30 Uhr 14:00 Uhr
o) @) —(e)(e® | O @ @ @
X \Z
12:05 Uhr 12:15 Uhr 12:20 Uhr 13:00 Uhr
O ® O
SOC Alarm AiTM Informieren betroffener Benutzer & Definition weitere Massnahmen, Debriefing

Security Verantwortliche
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Ablauf SmartIT SOC — Angriff wird erkannt

Active rules Rule templates Anomalies
| 2 Search by ID, name, tactic or technique N Add filter
5 Medium (Preview) Microsoft Threat Intelligence Analytics & Th Enabled
D Medium AzureAD Malicious sign-ins from forged MFA [0.1] 9 sc Enabled
i i Lo D Medium Exchange Malicious Inbox Rule [0.2]
|:| Medium ActiveDirectory Persistence Throgh userAccountControl manipulation [0.1] Y set Enabled

let timeframe=1d;

let lookback=0d;

let s_threshold = 28;

let lstring_threshold = 6;

let 1_threshold = 3;

SigninLogs

| where TimeGenerated »>= ago(timeframe+lookback)

| where OperationName =~ "Sign-in activity"

// Error codes that we want to look at as they are related to the use of incorrect password.

// Not included 50053 Account is locked because user tried to sign in too many times with an incorrect user ID or password.
| where ResultType in ("5@126", "5@055", "50056","50053")

| where not(ResultDescription contains "Sign-in was blocked because it came from an IP address with malicious activity")

| extend 0S = DeviceDetail.operatingSystem, Browser = DeviceDetail.browser

| extend LocationString= strcat(tostring(LocationDetails["countryOrRegion”]), "/", tostring(LocationDetails["state"]), "/", tostring(LocationDetails["city"]))

| summarize StartTime = min(TimeGenerated), EndTime = max(TimeGenerated),LocationStringCount=dcount(LocationString), LocationCount=dcount(Location),LocationSet = make_set(
make_set(LocationString),

IPAddress = make_set(IPAddress), IPAddressCount = dcount(IPAddress), AppDisplayName = make_set(AppDisplayName), ResultDescription = make_set(ResultDescription),
Browser = make_set(Browser), 0S = make_set(0S), SigninCount = count() by UserPrincipalName

// Setting a generic threshold - Can be different for different environment

| where SigninCount > s_threshold and LocationStringCount »>= lstring_threshold and LocationCount »>= 1_threshold

| extend tostring(LocationSet),tostring(LocationStringSet), tostring(IPAddress), tostring(AppDisplayName), tostring(ResultDescription), tostring(Browser), tostring(0S)
| extend timestamp = StartTime, AccountCustomEntity = UserPrincipalName, IPCustomEntity = IPAddress

D I High ActiveDirectory Unusual sensitive action performed by Azure AD Connect account [0.1] O s Enabled
D I High ActiveDirectory Potential malicious sign-in from AD Connect account [0.1] O st Enabled
|:| Medium ActiveDirectory Shadow Credentials Added to Account [0.5] Y set Enabled
D Informatic Monitoring DataConnector OfficeActivity [0.5] @ sa Enabled
D I High Meonitaring Log Analytic Agent Health [0.3] ® so enabled



Angebot
Sicherheit als Managed Service zum monatlichen Preis
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SmartlIT SOC —
wiederkehrende
Kosten pro Monat

OSmartIT

Service Leistung Preis Anzahl Summe
Managed Security Operation Center - CHF 350.00 1 CHF 350.00
Basispreis

Managed Security Operation Center - CHF 19.00 50 CHF 950.00
Endpoint

Total wiederkehrende Kosten / Benutzer CHF 26.00
Lizenzen und Azure Consumption* Preis Anzahl Summe
Microsoft Defender for Endpoint Plan2  CHF 4.70 50 CHF 235.00
Microsoft Defender for Server P1 CHF 5.10 5 CHF 25.50
Microsoft Azure Consumption CHF 20.00 1 CHF 20.00

*Je nach Lizenzierungsmodell bereits im Einsatz
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Herzlichen Dank flir ihre Aufmerksamkeit
Sehr gerne beantworten wir nun ihre Fragen

Aladin Steiner
a.steiner@smartit.ch

Head of Value Stream Azure & Datacenter
Service Owner Security Operations Center

Martin Schmidli
m.schmidli@smartit.ch

Senior System Engineer
Security Operations Center Analyst
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Security Operation in Practice

112

SNOW INC

servicenow.

Endpoint

C@ Endpoint Detection SmartIT Smart Detection Investigation Response

Cloud
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